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Why?

Children need special protection online and they
need to be educated about how to avoid danger
in digital environments and how to get
maximum benefit from their use of the Internet.
The Internet exposes children to a wealth of
opportunities, but also risks that may have a
detrimental impact on their human rights.
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EU Digital Competence Framework Protecting Devices

defines 5 five areas within the Competence Framework :
information and data literacy, communication and
collaboration; digital content creation; safety; and problem
solving

To protect devices and digital content, and to understand risks and /e
threats in digital environments. To know about safety and security
measures and to have due regard to reliability and privacy.
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Protecting Personal Data & Privacy

To understand how to use and share personally identifiable
information while being able to protect oneself and others from
damages. To understand that digital services use a “Privacy
policy” to inform how personal data is used.

Protecting Health & Well-being

To be able to avoid health-risks and threats to physical and
psychological well-being while using digital technologies. To be
able to protect oneself and others from possible dangers in digital
environments. To be aware of digital technologies for social well-
being and social inclusion.

Safety has four goals to protect devices, content, personal
data and privacy in digital environments.

Protecting devices

Protecting personal data and privacy

Protecting health and well-being

Protecting Environment
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Protecting the environment

Goal : to be aware of the environmental impact of digital
technologies and their use.

https://www.schooleducationgateway.eu

What is ‘cyberbullying’ ?

Cyberbullying Research Center defines a cyberbully as someone who “repeatedly harasses, mistreats, or
makes fun of another person online”.

_ EU DigComp LOG OFF the site @ SAVE THE MESSAGE BLOCK EMAILS or TELL SOMEONE you
Safety Competences where Ghe bullying is r"' . oremail and show an messages. Don’'t brusk.
happening. it =‘A!,_[ adulb, respond to them.

Protecting Digital Content

* Copyright, CC Approaches to avoid students’ plagiarism

Plagiarism is a highly intolerable act in the digital community, a practice that all reputable individuals are

trying to avoid.
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protecting health & well-being
“ Protect mental health. Cyberbullying
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[ips to avoid students’ plagiarism
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